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FAILURE TO PROVIDE TIMELY ACCESS TO RECORDS RESULTS IN $85,000 FINE
Citing its "Right of Access Initiative," on September 9, 2019, the Department of Health and Human Services (“HHS”) Office for Civil Rights
(“OCR”)  announced that  a  hospital  in  Florida (the “Hospital”)  will  settle  potential  violations  of  the Health  Insurance Portability  and
Accountability Act of 1996 (“HIPAA”) by paying a civil penalty of $85,000 and adopting a corrective action plan.

Per OCR's investigation, a patient complained to OCR that it had been almost a year since she requested her child's fetal heart monitoring
records. The patient's access requests included:

A request by the patient on October 18, 2017 for the records. The Hospital replied the records could not be found.1.

A request made through the patient's counsel on January 2, 2018 and February 12, 2018, to which the Hospital provided an incomplete2.
record on March 2018 and then a complete response on August 23, 2018.

Following the OCR investigation, the Hospital provided the fetal heart monitor records to the patient on February 7, 2019.3.

Under HIPAA, patients have a right to access their "designated record set" from their provider, which includes medical and billing records
maintained by or for a covered health care provider; enrollment, payment, claims adjudication and case or medical management record
systems maintained by or for a health plan; and any information used by or for a covered entity to make health care decisions about
individuals. Fetal monitoring strips that are part of a patient's medical record, and therefore part of the designated record set, must be
produced in a timely manner upon request. More and more frequently, such strips are electronic and are automatically integrated into the
electronic health record, making it easier for health care providers to produce them.

When the patient is a minor, the parent or guardian generally has the right of access to the minor's records, unless the minor is permitted to
give consent to services independently, subject to state law. A third party, such as counsel, may also be authorized to exercise the patient's
right of access.

Under HIPAA, a response to a patient's request for access to records should be provided within 30 days; however, one 30-day extension is
permitted if the patient is notified in writing of the reason for the delay and provided the date by which the covered entity will respond to the
request. State law may provide a shorter response time, thus, covered entities should be aware of their state requirements for a patient's
right of access.

The corrective action plan includes: 1) developing policies and procedures related to access and the designated record set; 2) providing to
HHS  a  list  of  the  names  of  the  Hospital's  business  associates  that  play  a  part  in  fulfilling  access  requests;  and  3)  training.  OCR  will  be
monitoring the Hospital for one year.

PRACTICAL TAKEAWAYS
Covered entities should take note of OCR's "Right of Access Initiative" and ensure they are meeting their obligations under HIPAA. Key
takeaways include:

It  is  critical  to  have  a  clearly  defined  designated  record  set,  which  includes  a  clearly  defined  legal  medical  record,  combined  with  a
document management policy. The document management policy should define what records are maintained for what purpose; for how
long; when they are destroyed and how; and then actually comply with all of the foregoing. As technological advances lead to a greater
volume of data collected on each patient, it is important to identify the data that must be included in the patient's designated record set.
This should be done on a regular basis.

Covered entities and any business associates responsible for responding to access requests on behalf of a covered entity must train staff
to properly identify and respond timely to access requests. Most Health Information Management departments receive a large volume of
requests from patients and other parties. Determining when a request is a true HIPAA access request is sometimes difficult, and policies
and procedures, as well as training can help mitigate the risk of mismanaging an access request.

https://www.hhs.gov/about/news/2019/09/09/ocr-settles-first-case-hipaa-right-access-initiative.html
https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/agreements/bayfront/index.html


If covered entities decide to outsource the Health Information Management function of responding to requests for information, they must
ensure that these vendors sign a business associate agreement. Further, they should ensure that the vendors are trained to adhere to
the covered entity's access request policy and to accurately identify and respond timely to access request. Covered entities should
ensure risk is fairly allocated between the parties in the business associate agreement or underlying services agreement in the event a
business associate fails to comply with its contractual or HIPAA obligations.

Covered entities and business associates must also be aware of the limitation on fees related to HIPAA access requests. Under HIPAA, an
individual who has requested a copy of their records may not be charged more than a reasonable, cost-based fee for the copy that
covers only certain labor, supply and postage costs that may apply in fulfilling the request.

If you have any questions or would like additional information about this topic, please contact:

Charise Frazier at (317) 977-1406 or cfrazier@hallrender.com;

Melissa Markey at (248) 740-7505 or mmarkey@hallrender.com;

Patricia Connelly at (317) 429-3654 or pconnelly@hallrender.com; or

Your regular Hall Render attorney.

For more information on Hall Render’s Health IT services, click here.
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