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OCR HIPAA GUIDANCE FOR OPIOID NATIONAL EMERGENCY
The opioid crisis has been declared a national emergency. This crisis presents a variety of legal issues and questions, including the extent to
which health care providers can disclose a patient's  protected health information ("PHI")  under the Health Insurance Portability  and
Accountability Act of 1996 ("HIPAA"). When a patient is incapacitated due to an opioid addiction or related issue and has not designated a
friend or family member as a personal representative with whom health care providers may share PHI, health care providers struggle with
determining when and how much information can be shared. To clarify this issue, the HHS Office for Civil Rights has released a guidance for
health care providers detailing the sharing of PHI ("Guidance") specific to the opioid crisis.

SHARING PHI WITHOUT PATIENT CONSENT
The Guidance details scenarios when a health care provider may share PHI in situations that may arise related to the opioid crisis.

Incapacity or Emergency

The first type of disclosure that is implicated by opioid-related issues is disclosures to individuals who are involved in the patient’s care. If
the patient is incapacitated or there is an emergency where the patient is unable to agree or object to a health care provider sharing PHI
with the patient’s friends or family members, a provider may determine, in the provider’s professional judgment, that it is in the patient’s
best interest to disclose PHI to a friend or family member involved in the patient's care. The provider may disclose only information directly
related to the friend or family member’s involvement in the patient’s care or payment for the patient’s care. This means information related
to the opioid overdose could be shared with a friend who brought the patient to the hospital for treatment for an overdose, but the entire
medical history of the patient could not be shared with that friend. The Guidance notes that a patient’s incapacity does not necessarily have
to be formalized such that a legal decision maker has been appointed.

However,  if  the patient  has capacity,  the health care provider must give the patient  the opportunity to agree or  object  to sharing
information. The health care provider can orally inform the patient and obtain agreement or objection from the patient to share information
with the patient’s family member or friend. Even if the patient objects, the Guidance states that the provider may still disclose limited
information if it relates to a threat to the patient’s health or safety, as detailed below.

Threat to Patient Health or Safety

Under a threat to a patient’s health or safety, the Guidance states that as long as a disclosure is consistent with applicable law and ethical
standards and is necessary to prevent or lessen a serious and imminent threat to a patient’s health or safety, the health care provider may
disclose PHI  to  a  person who could prevent  or  lessen the harm. Per  the Guidance,  if  a  doctor  concludes,  based on the facts  and
circumstances, that a patient who has overdosed on opioids poses a serious and imminent threat to the patient’s own health, it would not be
a violation of HIPAA to disclose information about the opioid abuse to the patient’s family or friends. Under HIPAA, the individual to whom a
health care provider may disclose patient information when the provider has identified a threat to health or safety of the patient must be a
person reasonably able to prevent or lessen the threat. This Guidance indicates that a patient’s continued use of opioids could be considered
an imminent threat to health or safety such that a provider could inform a patient’s friend or family member of the threat of a patient’s use
of opioids, even if the health care provider does not have the patient’s consent to do so. Health care providers should carefully evaluate on a
case-by-case basis each situation that could give rise to using this HIPAA provision to disclose PHI without patient consent. Health care
providers should diligently document the decision, including the "serious and imminent threat to health or safety" as well as how the person
they are disclosing information to could "lessen or prevent" the harm to avoid violations of patient privacy.

CHANGES IN CAPACITY
In an opioid overdose, a patient’s incapacity may be temporary. The Guidance provides the example of a patient in the emergency room
who is intoxicated and unconscious, where the treatment team may determine that sharing limited information relevant to friends or family
members’ involvement in the patient's care is in the best interest of the patient. If the patient then regains consciousness or is otherwise
determined by the provider to have capacity, the patient has the right to object to further disclosures of information. The provider may still
share information with the patient's friends or family under the "threat to health or safety" circumstances described above.

https://www.hhs.gov/about/news/2017/10/27/hhs-office-civil-rights-issues-guidance-how-hipaa-allows-info-sharing-address-opioid-crisis.html


PERSONAL REPRESENTATIVES
Finally, the Guidance notes that personal representatives have, pursuant to applicable state law, the authority to make decisions for
patients. A personal representative is able to stand in the shoes of the patient and have the same right to access a patient’s medical records
as the patient. The decision-making authority of the personal representative stems from applicable state law.

In light of the Guidance from OCR, health care providers should:

Consult with legal counsel to determine whether the health care provider is complying with other applicable state laws and medical
ethics in their evaluation of facts and circumstances surrounding disclosures of PHI related to opioid use;

Review HIPAA policies and procedures related to sharing information with family members and friends to ensure they are consistent with
the Guidance; and

Provide training and reminders to the health care provider’s workforce so members of the workforce are able to navigate the disclosure
of PHI related to opioid use, balancing both the patient’s privacy and health and safety.

Note that for health care providers who are considered "Part 2 programs" under 42 C.F.R. Part 2, Part 2 requirements still apply. Additionally,
more stringent state laws will also apply.

For specific questions about the Guidance, please contact:

Charise Frazier at (317) 977-1406 or cfrazier@hallrender.com;

Mark Swearingen at (317) 977-1458 or mswearingen@hallrender.com;

Patricia Connelly at (317) 429-3654 or pconnelly@hallrender.com; or

Your regular Hall Render attorney.
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